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Abstract

The current state of the problem regarding secure control of smart mobile objects using existing
tele-communication infrastructures is described in the paper. The scientific and technical task
of developing the principles of using cellular communication systems for the organization of
secure remote control of intelligent mobile objects has been solved. The solution lies in the use
of overlay computer networks based on VPN tunneling. Proposals have been developed for
constructing an overlay computer network based on VPN taking into account traffic
aggregation as well as dividing network elements according to their purposes. The related
problems of connection dependability at the access, distribution and core levels are considered.
The possibility of using nested VPN tunneling in high-speed cellular communication systems
to improve the security of transmitted data is analyzed. The result of a number of model and
experimental studies is the proof of the proposed principles efficiency. Recommendations have
been developed for using the proposed principles of constricting an overlay network based on
cellular communication systems for the secure control of intelligent mobile objects in solutions
related to the implementation of dependability and resilience of computer networks concept.
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1. Motivation

Modern data transmission between intelligent mobile objects (IMOs) and appropriate control
node(s) always include some type of communication system. Intelligent mobile objects are
characterized by the presence of a behavior trajectory with an aperture of possible deviations during
performance a task. These deviations are required to maximize the survivability indicators of such a
class of systems based on mobile objects, and their implementation is possible using methods of
intelligent data analysis. Evolution of such communication systems and underlying methods for their
creation is considered in [1, 2]. There is a method, which relies on a specific relay node inside the IMO
grouping. It is responsible for data transmission between a stationary node and appropriate data
transmission subsystem. Such “multi-layered” solutions have found application, for example, in support
systems for natural disaster response operations. Specific data transmission approach for IMO and the
control center implies that there is an inevitable trade-off between “green” aspects (or energy
consumption) and performance. Depending on exact scenario, service zone of an autonomous IMO and
a relay node may not coincide and it, in turn, makes impossible the continuous data exchange with the
control center [3]. In another scenario, where all the network nodes are stationary, implementation of
such network may be economically impractical [4, 5]. A separate issue is certification and licensing of
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the frequency range that can be used by various commercial solution providers, which significantly
increases the cost of this class solutions. The problem of using existing infrastructure solutions for data
transmission in synergy with new systems based on the IMO group is considered in the paper. In
addition, we assume application of existing cellular networks for data transmission between the IMO
and the control center (or a higher-level IMO).Mostly, nowadays cellular networks are used for the
Internet access supporting seamless principles: it is very important during mobile node movement
through certain area. However, cellular networks are public networks with all inherent security
problems: any data can be intercepted [5]. One of the ways to ensure security in mobile networks is to
use virtual overlay networks, that is, networks that are built on top of the existing network
infrastructures of telecommunication service providers. The basic method for implementing an overlay
network is to use the virtual private networks technology. In this regard, there is urgent task of
developing the principles of constructing an overlay computer network based on technology of VPN
tunnels to ensure secure data exchange between the IMO and the control center through cellular
communication systems. It is important to take into account such additional requirements as: a high
level of reliability of data transmission channels; the ability of the IMO group to quickly respond to
changes (reconfiguration) in the data transmission medium including autonomous operation during
switching to other cellular network operators. It is assumed that these principles will be used when
developing a complete system or a technology for constructing full-fledged technical solutions in a
given class of problems.

2. Work related analysis and objectives

Novelty of the mentioned task is conditioned by the fact that high-speed cellular communication
systems as a data transmission medium between sources of high-intensity traffic have been actively
developing only in recent years.

In a number of publications [6-16], the authors proposed models, methods and technologies for
constructing overlay networks based on a mobile platform, solutions for traffic management, etc. In
particular, it is important to note the following, the most important of the publications.

In particular, in publication [12], the authors consider an LTE network as a data transmission
medium between drones and a control point. As a method of protection, it is assumed to use various
methods for data encryption, particularly, tunneling. Therefore, for example, the use of UDP and TCP
protocols in the experimental studies in high-speed IMOs give very conflicting results: in theory, TCP
has many advantages over UDP protocols, but TCP is a protocol that does not have a broadcast function.
Alternatively, UDP can act as a broadcast protocol and is "easier" than TCP. However, the experiments
have shown that UDP used more packets than TCP; and this is because the TCP connection in the
MAVIink protocol, which is described in the work, used some UDP protocols to transmit telemetry
data. On the other hand, under UDP connection, the MAVIink protocol used only UDP without TCP.
Hence, UDP requests had more traffic than TCP. The disadvantage of the solutions proposed in the
article is the presence of the repeated requests mechanism when data transfer processes are violated,
tying them to one data transmission technology, which makes it impossible to use low-speed data
transmission standards when switching communication standards.

Also known are works [13-16], in which the authors assume using of different media for data
transmission. The paper describes the importance of considering the functioning parameters of all
elements of the data transmission network, leading to a decrease in errors in the network, which
significantly complicates the mathematical model. With a large model dimension, the error component,
introduced by the inaccuracy of the analytical and numerical methods used, becomes very significant.
In addition, the time required to solve a large-scale problem also becomes unacceptable when solving
it in real time. Basically, the specifics of solving problems in real time lead to the fact that the lack of
computational capabilities is to a certain extent equivalent to the lack of information about the
conditions of the problem. This is due to the high dynamics of changes in the IMO’s position in space.
The situation is aggravated by the fact that the cellular networks described in the work almost never
apply the introduction of specialized software for transferring control information between IMOs in the



control system, which allows to significantly reduce the errors of data and calculations for various layers
of interaction as it is done in other technical IMO control systems.

Given the lack of described practical results on the application of the analyzed solutions, there raise
doubts about the effectiveness of these approaches, since in conditions of high IMO mobility, the data
transfer protocols used in stationary computer networks behave very differently, which requires deep
experimental research.

Obijective of the research is to investigate level of security of data transmission between IMOs by
developing scenarios for building an overlay computer network based on VPN tunneling technology
over existing public network infrastructures.

The paper is structured as a follows: Section 3 describes the main principles used in this research and
Section 4 presents appropriate numerical studies.

3. Description of principles

Here, new principles are proposed which, in order to simplify the representation, are reduced to
existing network architectures. The basement of each overlay computer network is appropriate
hierarchical model. It, in turn, represents a virtual network as a multi-layer structure [11]. Such a
principle of division a network into smaller pieces (subnets, etc.) contributes to the grouping of network
component’s functions and to fast localization of problems related to the IMO movement and
reconstructing VPN tunnels. In addition, when creating a fault-tolerant segment of an overlay network,
in which data that requires confidentiality circulates, it is required to protect data during its transmission
to external networks, as well as to differentiate access when transferring it between overlay network
segments within the IMO group.

Taking into account all above facts, now we can point out the elements of the overlay network and
determine their appropriate functions: access layer (network segmentation, connection of various
equipment to the network, switching, etc.); distribution layer (routing, traffic management, packet
filtering, etc.); core layer (routing in tunnels, connecting in VPN, routing between tunnels, etc.)

Typically, access layer is represented by virtual switches. In turn, distribution layer is represented
by virtual routers (mainly, performing firewall functions) and core layer is represented by virtual routers
(mainly, performing the functions of creating VPN cryptographic protection).

When a number of IMOs in overlay network is pretty high, some of the nodes are transit nodes in a case
of not fully connected topology. Thus, we need consider for such IMOs both availability of tunnels
between nodes and their bandwidth. There could be situations in overlay network when it is required to
use simultaneously several tunnels between the IMO and the control center and combine them
(aggregation).

The aggregation condition will be as follows:

VinVPN >V, (1)

core—agg

where V;,vpy IS the bandwidth of the uplink tunnels from one IMO core towards the external network;

Veore—agg 1S the maximum bandwidth of one virtual tunnel between the core and aggregation layers.

With a large number of internal control commands when operating in low-speed cellular
communication systems (V,,0_,mo ) it is advisable to aggregate virtual channels also between the IMO

and virtual switches of the distribution layer. The aggregation condition will be:

VIMO»IMO +VcoreaIMO > VIMOaagg (2)
where V. .m0 1S the data coming from the control server to other IMOs in the overlay network.
ViMosagg 1S the maximum bandwidth of one tunnel between the IMO sublayer and the aggregation

scheme. Thus, in a worst case, the bandwidth of one tunnel, and not all, between the two layers within



the segment of the IMO group in (1) and (2) is used. It is advisable to use other virtual channels
connecting these segments not only for balancing, but also for reserving.

The considered principle requires a rather complex IMO configuration at all layers, more use of IP
addresses. Simpler options are possible, in which IMOs at the distribution and aggregation layers are
combined into a fault-tolerant virtual cluster. Thus, one virtual tunnel is functioning, while the other is
in reserve at this time.

At the same time, this option requires implementing a larger number of ports on the IMO at all layers
of the overlay network [17]. In case of a shortage of ports, such a scheme can have a fully-mesh cluster
topology. However, this will reduce the object connectivity indicator to two.

4. Numerical studies

To numerically study the characteristics of the proposed principle for constructing an overlay
network based on cellular communication systems for the secure control of Intelligent Mobile Objects
using incomplete data, a simulation model was used, which was built using the aggregation approach
mentioned earlier. The NS3 environment was used as a simulation environment [3].

At the first stage of simulation, various topologies of cellular networks were tested with different
dynamics of the structure. They were created both programmatically (the number of nodes, the
probability of denial, the degree of connectivity) and manually, using the capabilities of the visual
topology designer of the modeling system. The sizes of cellular networks varied from 10 to 50 base
stations within a conventional city.

As a result of this testing, a typical topology was chosen (Figure 1). The entire network, on which
the overlay network is being constructed, consists of two sites saturated with nodes (right, left), which
are connected by two routes passing through the virtual routers. These routers with their own
communication channels create a bottleneck in the cellular network.

Let us consider an overlay network saturated with traffic (excluding service traffic) in such a way
that adding a requirement will cause a denial of service. Then the dependence of the number of denials
on the amount of service traffic should be linear. At the same time, it is assumed that there are no
topological changes and changes in the state of the channels in the overlay network.

Figure 1: The considered topology of the overlay network

In the course of modeling, a general view of the dependence of the service traffic volume and the
number of denials at the time of the change in the overlay network topology was obtained. The view of
this dependence is shown in Figure 2.
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Figure 2: Service traffic at the moment of the overlay network nodes denial

The dash-dotted line denotes the percentage of capacity loss of the overlay network at the moment
of the cellular network nodes denial. It is not so much necessary to determine the impact of the loss of
network bandwidth, but to associate the event with the corresponding values of service traffic.

To check the operability of the overlay network, which is built according to the principle proposed
in the work, and to estimate the costs of service traffic in a state of constant external conditions, the
above topology was used (Figure 1). An overlay network is viewed as a network with constant
characteristics. The bandwidth of virtual communication channels and the matrix of requirements were
selected in such a way as to saturate network traffic. The function of increasing the transmission cost
depending on the load was chosen constant, since the transmission cost, in this case, does not play a
significant role. When simulating in such conditions, in the absence of changes in the cellular network,
the expected dependence was obtained, which is shown in Figure 3.
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Figure 3: Denials in the saturated network

Solid graphs show the maximum possible peak values of the overlay network bandwidth share for
service traffic and the resulting denial rate. Dashed lines represent the average values of the respective
guantities. The following mechanism was used to generate the peak values of the service traffic
volumes: when the simulation process was started, the update timers and a number of other parameters
of the routing algorithm in the overlay network were selected in such a way as to ensure the
simultaneous activation of the update procedure.

The given Figure shows a noticeable delay in the onset of denials from the moment the update
procedure has been started. In addition, their amplitude is smaller. This is conditioned by the size of the
message queue during the simulation. With its use, some messages are buffered, ensuring that some of
the requirements are saved. This ensures the autonomy of IMO functioning in case of denial of an
overlay or a cellular network.



Upon further investigation of the principles of constructing an overlay network based on cellular
communication systems proposed in the work for the secure control of Intelligent Mobile Objects, an
analysis can be carried out using incomplete data that allows to correctly select the queue size for the
virtual router of the overlay network in order to minimize the number of denials.

The second step in research is to introduce sources of denial into the overlay network described
above. They must meet the following requirements: on the one hand, they must be in the “network
bottlenecks™” so that their denials most strongly affect the redistribution of the load in the overlay
network; and on the other hand, so as to exclude the probability of the cellular network integrity
violation as a result of equipment denial due to oversaturation of communication matrices with service
packets. We will select the nodes operating in the bridge node mode as untrusted nodes. When
simulating over a long period, the dependence shown in Figure 4 was obtained.

%J
22-
20-
18-
16+
14+
12+
10

8-

6-

4 =

2

0- VWY,
1 68 159 254 358
Figure 4: Service traffic and the number of denials

In Figure 5, we can see that the peak load immediately follows the change in the overlay network
bandwidth, which corresponds to the change in the state of the denied virtual router located at the
cellular network node.
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Figure 5: Recovery under denial

It is advisable to consider the moment of changing the overlay network bandwidth and the service
traffic caused by this event in more detail. Figure 5 shows a fragment corresponding to two successive
virtual node denials. The left front of the line of changing the network bandwidth corresponds to the
denial of the first virtual router, which creates a critical state and causes not only a significant increase
in the share of service traffic, but also a rather long time to restore the connectivity of routing data.



The second moment of changing the capacity of the overlay network, corresponding to the denial of
the second bridge router, practically does not cause loss of requirements. This at first glance strange
situation is explained by the fact that the first router, being important for its neighbors from the point
of view of the overlay network connectivity, was used by them before the denial to form a route between
the right and left groupings, and, therefore, a significant traffic from IMOs was passing through it. After
its denial, the queues are quickly overflown and until connectivity errors in the routing data are
eliminated, all requests are denied in order to avoid overloading the physical node on which the virtual
router operates. In the second case, if the next virtual bridge router denies, the value of which, as a
transmitting element, is small, the connectivity is broken for a small number of nodes, and is restored
almost immediately.

Further, in the course of a numerical experiment, it is advisable to consider the dynamics of the share
of service traffic for IMO controlling and the number of denied requests when the size of the effective
routing areas in the overlay network increases. For this, the previous example is taken without changes,
except that each virtual router entering the overlay network will have an effective routing area of size
6. The graphs of the corresponding dependencies are shown in Figs 6 and 7.
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Figure 7: Recovery under denial

Analysis of the last figure reveals another aspect, which is as follows. A decrease in the capacity of
the overlay network due to a denied virtual router can have a significantly less impact on the functioning
of the overlay network than the wave of service traffic caused by it, aimed at restoring the optimal
operating mode.

Analyzing the obtained numerical results of using the developed principles of constructing an
overlay network based on cellular communication systems for the secure control of Intelligent Mobile
Objects, two conclusions can be drawn. First, in the case of implementing an overlay network using



incomplete data, we have an adjustable level of service traffic and, accordingly, a controlled number of
requirement losses caused by overloads of virtual bridge routers. Therefore, in Figs 6 and 7, it can be
seen that when choosing different radii of areas of effective routing, losses vary in the range from 7%
to 45%. Comparing this value with the average number of routing losses in the overlay network, it can
be stated that the application of the principles proposed in the work can be useful for reducing losses
by limiting the level of service traffic from the IMO. Second, the efficiency of systems using the
proposed principles strongly depends on the correct choice of the size of the effective routing area in
the overlay network constructed on the basis of cellular networks of telecommunications operators.

5. Conclusions

The development of principles for using existing infocommunication infrastructures as a data
transmission medium between IMOs on the example of cellular networks of telecommunications
operators is presented. It is shown that the aggregation scheme is the most applicable on the basis of
these principles.

Using the principles of constructing an overlay network based on cellular communication systems
for the secure control of Intelligent Mobile Objects, it is possible to create full-fledged segments in the
“smart city” concept schemes, providing data transmission of varying confidentiality degrees with a
sufficient degree of reliability when losses vary in the range from 7% to 45%.

The proposed principles were investigated by setting up numerical experiments, a number of model
and field experiments, which undoubtedly requires a broader description, including modeling various
network attacks to intercept and replace traffic in the chain “Intelligent Mobile Object — control node”.
The following attacks and impacts are considered: electromagnetic suppression and interception of the
carrier frequency, artificial noise barriers at the data transmission frequency, substitution of data
packets, the use of false nodes of the stationary infrastructure. The paper provides guidance on how to
use these principles to securely control Intelligent Mobile Objects in smart city solutions related to
realization of the “smart city” concept [18-19].

However, these principles have their advantages and disadvantages and can be applied according to
a specific situation on the object and the capabilities of cellular communication systems. It is worth
paying a particular attention to the logical structure of the overlay computer network, since the use of
all the advantages of the supporting data transmission medium depends on its correct definition.
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